CLAIMS 

N \ What is claimed is: 

^Ox^ V A method for protecting digital images copied from a 

T video RAM, comprising the steps of: 

3 \ transmitting stored pixel data from a computer 

4 mempry to a video RAM; 

5 \ identifying protected pixel data within the stored 

6 pixel cmta; 

7 \ modifying the stored pixel data, thereby generating 

8 modified\ pixel data within which individual pixel datum is 

9 recognizable as being protected or unprotected; and 

10 \ in response to pixel data being copied from the video 

1 1 RAM, replacing individual pixel datum copied from the video RAM, 

12 that is protected, with substitute pixel datum. 

1 2. \The method of claim 1 wherein said modifying step 

2 sets least significant bits of pixel data, and whereby pixel data is 

3 recognized as being protected or unprotected based on values of the 

4 least significant bit\ that are set. 

1 3. The Wthod of claim 2 wherein pixel data includes 

2 red, green and blue color components, and wherein said modifying 

3 step sets the least significant bits of the blue color components within 

4 pixel data. \ 

1 4. The methoo\of claim 1 further comprising the step of 

2 displaying pixel data in the video RAM. 

1 5. The method of claim 4 wherein said modifying step 

2 generates modified pixel data that\appears substantially similar to the 

3 stored pixel data. \ 

1 6. The method of claim V wherein the pixel data is 

2 copied from the video RAM by a screen capture command. 
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1 7. \ The method of claim 1 wherein the pixel data is 

2 copied from tr\e video RAM by a command to copy screen data to a 

3 clipboard. 

1 8. Y ne method of claim 1 wherein the protected pixel 

2 data is pixel data for at least one protected digital image. 

1 9. Th& method of claim 8 further comprising the step of 

2 downloading the at least one protected image over the Internet. 

1 10. The method of claim 1 wherein the substitute pixel 

. ^ 2 datum is encrypted pixel datum. 

UH \ 

■:J3 1 11. The method of claim 10 further comprising the step 

!f J 2 of decoding encrypted pixel data. 



1 12. The methodVof claim 1 wherein the stored pixel data 

2 is encrypted stored pixel dataA 



1 13. The method on claim 12 further comprising the step 

bBr 2 of decoding encrypted stored pixel data. 



1 14. A system for protecting digital images copied from a 

2 video RAM, comprising: 

3 a first data bus ib which stored pixel data is 

4 transmitted from a computer memory to a video RAM; 

5 a second data bus, in which pixel data is copied from 

6 the video RAM to a computer memory; \ 

7 a digital filter identifyingVprotected pixel data within 

8 the stored pixel data, and modifying the ^stored pixel data, thereby 

9 generating modified pixel data within whichMndividual pixel datum is 

10 recognizable as being protected or unprotected ;^and 

1 1 a pixel processor replacing individual pixel datum 

12 copied from the video RAM, that is protected, y/ith substitute pixel 

13 datum. 
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1 15. [The system of claim 14 wherein said digital filter sets 

2 least significant! bits of pixel data, and whereby pixel data is 

3 recognized as bemg protected or unprotected based on values of the 

4 least significant bits that are set. 

1 16. The system of claim 15 wherein pixel data includes 

2 red, green and blue ctolor components, and wherein said digital filter 

3 sets the least significant bits of the blue color components within pixel 

4 data. \ 
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17. The system of claim 14 further comprising a video 
display device for displaying pixel data in the video RAM. 

18. The system of claim 17 wherein said digital filter 
generates modified pixel data tijat appears substantially similar to the 
stored pixel data. 
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19. The system of claim 14 wherein said first data bus 

and said second data bus are distinctVlata busses. 



1 

9 



20. The system of claim U4 wherein said first data bus 

and said second data bus are the same data bus. 



1 21. The system of claim 14 wherein the protected pixel 

2 data is pixel data for at least one protected diWal image. 

1 22. The system of claim 21 further comprising a receiver 

2 downloading the at least one protected image over the Internet. 

1 23. The system of claim 14 wherein the Substitute pixel 

2 datum is encrypted pixel datum. \ 

1 24. The system of claim 23 further comprisingNa digital 

2 decoder decoding encrypted pixel data. \ 
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25. \The system of claim 14 wherein the stored pixel data 
is encrypted stored pixel data. 

26. The system of claim 25 further comprising a digital 
decoder decoding encrypted stored pixel data. 

27. A method for protecting digital images copied from a 
video RAM, comprisingVhe steps of: 

transmitting stored pixel data from a computer 
memory to a video RAM;\ 

identify in A protected pixel data within the stored 
pixel data; and \ 

modifying the stored pixel data, thereby generating 
modified pixel data withim which individual pixel datum is 
recognizable as being protected V>r unprotected. 

28. The method of clVm 27 wherein said modifying step 
sets least significant bits of pixel \data, and whereby pixel data is 
recognized as being protected or unprotected based on values of the 
least significant bits that are set. \ 

29. The method of claim 28\wherein pixel data includes 
red, green and blue color components, and wherein said modifying 
step sets the least significant bits of the blueycolor components within 
pixel data. \ 

30. The method of claim 27 furthe\ comprising the step 
of displaying pixel data in the video RAM. \ 

31 . The method of claim 30 wherein said modifying step 
generates modified pixel data that appears substantially similar to the 
stored pixel data. \ 

32. The method of claim 27 wherein the protected pixel 
data is pixel data for at least one protected digital image. \ 
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1 33. 1 The method of claim 32 further comprising the step 

2 of downloading the at least one protected image over the Internet. 

1 34. \ The method of claim 27 wherein the stored pixel data 

2 is encrypted stored pixel data. 

1 35. The method of claim 34 further comprising the step 

2 of decoding encrypted stored pixel data. 



1 36. A system for protecting digital images copied from a 

2 video RAM, comprising 

5 3 a data bus in which stored pixel data is transmitted 

P 4 from a computer memory \o a video RAM; and 

/p 5 a digital rater identifying protected pixel data within 

:f p 6 the stored pixel data, and modifying the stored pixel data, thereby 

'.^i 1 generating modified pixel data within which individual pixel datum is 

8 recognizable as being protected or unprotected. 



.If* 1 37. The system of claim 36 wherein said digital filter sets 

!| if 2 least significant bits of pixel data, and whereby pixel data is 

■ ; q 3 recognized as being protected or unprotected based on values of the 

4 least significant bit that are set. \ 

1 38. The system of claim 3^ wherein pixel data includes 

2 red, green and blue color components, and wherein said digital filter 

3 sets the least significant bits of the blue colW components within pixel 

4 data. \ 
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39. The system of claim 36 further comprising a video 

display device for displaying pixel data in the video RAM. 
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40. The system of claim 39 wherein skid digital filter 

generates modified pixel data that appears substantiallyvsimilar to the 
stored pixel data. 
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1 41. \ The system of claim 36 wherein the protected pixel 

2 data is pixel Ylata for at least one protected digital image. 

1 42. \ The system of claim 41 further comprising a receiver 

2 downloading the at least one protected image over the Internet. 

1 43. The system of claim 36 wherein the stored pixel data 

2 is encrypted stored pixel data. 
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44. T 
decoder decoding 



\system of claim 43 further comprising a digital 
ypted stored pixel data. 



45. A metHpd for protecting pixel data captured from a 

video RAM, the pixel data being such that individual pixel datum is 
recognizable as being protected or unprotected, comprising the step of 
replacing individual pixel datum copied from the video RAM, that is 
protected, with substitute pixel datum, in response to pixel data being 
copied from the video RAM. 
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46. The method of\claim 45 wherein the pixel data is 

copied from the video RAM by a screen capture command. 
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47. The method of claim 45 wherein the pixel data is 

copied from the video RAM by copying screen data to a clipboard. 
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48. The method of claim 4\ wherein the substitute pixel 

datum is encrypted pixel datum. 
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49. The method of claim 48 fu\her comprising the step 

of decoding encrypted pixel data. 
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50. A system for protecting pixel dika captured from a 

video RAM, the pixel data being such that individual pixel datum is 
recognizable as being protected or unprotected, comprising: 

a data bus, in which pixel data is copied from the 
video RAM to a computer memory; and 
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a pixel processor replacing individual pixel datum 
copied from the video RAM, that is protected, with substitute pixel 
datum. \ 



51. The sWstem of claim 50 wherein the substitute pixel 
datum is encrypted pixel datum. 

52. The system of claim 51 further comprising a digital 
decoder decoding encrypted pixel data. 

53. A methon for protecting digital images copied from a 



video RAM, comprising the steps of: 

modifying protected pixel data so as to mark it as 
being protected; I 

transmitting stored pixel data including the modified 
protected pixel data from a cpmputer memory to a video RAM; and 

in response tp pixel data being copied from the video 
RAM, replacing individual pixel datum copied from the video RAM, 
that is marked, with substitute pixel datum. 

54. The method of claim 53 wherein said modifying step 
sets least significant bits of pixel data, and whereby pixel data is 
recognized as being marked based on values of the least significant 
bits that are set. \ 

55. The method of claim 54 wherein pixel data includes 
red, green and blue color components, and wherein said modifying 
step sets the least significant bits of Uie blue color components of 
protected pixel data. \ 

56. The method of claim 53 further comprising the step 
of displaying pixel data in the video RAM. \ 

57. The method of claim 56 wherein said modifying step 
generates modified protected pixel data that\appears substantially 
similar to the protected pixel data. \ 
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1 58. \The method of claim 53 wherein the pixel data is 

2 copied from the Video RAM by a screen capture command. 

1 59. The method of claim 53 wherein the pixel data is 

2 copied from the viafeo RAM by a command to copy screen data to a 

3 clipboard. \ 

1 60. The metthod of claim 53 wherein the protected pixel 

2 data is pixel data for at least one protected digital image. 

1 61. The method of claim 60 further comprising the step 

2 of downloading the at least ope protected image over the Internet. 

1 62. The method of claim 53 wherein the substitute pixel 

2 datum is encrypted pixel datumX 

1 63. The method of craim 62 further comprising the step 

2 of decoding encrypted pixel data. \ 

1 64. The method of clairA 53 wherein the protected pixel 

2 data is encrypted protected pixel data. \ 

1 65. The method of claim 6<ft further comprising the step 

2 of decoding encrypted protected pixel data\ 

1 66. A system for protecting digital images copied from a 

2 video RAM, comprising: \ 

3 a first pixel processor modifying protected pixel data 

4 so as to mark it as being protected; \ 

5 a first data bus in which stored pixel data including 

6 the modified protected pixel data is transmitted\from a computer 

7 memory to a video RAM; \ 

8 a second data bus, in which pixel datk is copied from 

9 the video RAM to a computer memory; and \ 
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a second pixel processor replacing individual pixel 
daturA copied from the video RAM, that is marked, with substitute 
pixel cratum. 
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67. \ The system of claim 66 wherein said first pixel 
processor Vets least significant bits of protected pixel data, and 
whereby pixel data is recognized as being marked based on values of 
the least significant bits that are set. 
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68. Vrhe system of claim 67 wherein pixel data includes 
red, green and b\ue color components, and wherein said first pixel 
processor sets theMeast significant bits of the blue color components 
within pixel data. 

69. The system of claim 66 further comprising a video 
display device for displaying pixel data in the video RAM. 
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70. The system of claim 69 wherein said first pixel 

processor generates modified protected pixel data that appears 
substantially similar to the pVotected pixel data. 
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71. The system oX claim 66 wherein said first data bus 

and said second data bus are distinct data busses. 
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72. The system of cla\m 66 wherein said first data bus 

and said second data bus are the samfe data bus. 
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73. The system of claim\66 wherein said first pixel 

processor and said second pixel processoX are distinct processors. 
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74. The system of claim 66 wherein said first pixel 

processor and said second pixel processor are me same processors. 
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75. The system of claim 66 whereinVthe protected pixel 

data is pixel data for at least one protected digital irnWe. 
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76. \ The system of claim 75 further comprising a receiver 
downloading the at least one protected image over the Internet. 

77. \ The system of claim 66 wherein the substitute pixel 
datum is encrypted pixel datum. 

78. T\he system of claim 77 further comprising a digital 
decoder decoding encrypted pixel data. 

79. The system of claim 66 wherein the stored pixel data 
is encrypted stored pixelYlata. 



80. The systemW claim 79 further comprising a digital 

decoder decoding encrypted stVed pixel data. 
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